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PAPER IV- CYBER CRIMES
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INSTRUCTIONS TO CANDIDATES

1.

2.
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The questions to be interpreted as given and no clarification can be sought from
the invigilator.

No printed or handwritten materials / mobile phone / electronic devices will be
allowed in the hall.

. All questions carry equal marks (20 each).
. Answer any five (5) questions, only the first five (5) questions will be marked.

Answers without Question numbers will not be marked.

. Short notes not to exceed 250 words, Long answers not to exceed 750 words.
. Imaginary case laws used in the answer will result in striking of the answers in total.
. Answers in illegible handwriting will not be taken into consideration.

ANSWER ANY FIVE (5) OF THE FOLLOWING QUESTIONS ONLY (5x 20 marks = 100 marks)

1.

Write short notes on the following: (4 x 5 marks = 20 marks)

a. Liability of Intermediaries
b. Definition of a cyber crime
c. Spoofing

d. Hacking

The potential threat posed by cyber terrorism has provoked considerable alarm. Numerous security
experts, politicians, and others have publicized the danger of cyber terrorists hacking into
government and private computer systems and crippling the military, financial, and service sectors of
advanced economies. Discuss the law dealing with the offence with the help of relevant provisions
under Information and Technology Act.

The widespread use of the internet has led to public concern about individuals using this new
technology to commit sexual offences. In recent years, laws have been introduced to protect children
from online sexual exploitation, and increasing numbers of online sexual offenders are being
processed by the criminal justice system. Discuss the law relating to obscene material in the
Information and Technology Act.

What are various kinds of cyber-crimes relating to property? Discuss with the help of relevant
provisions.

What are the special characteristics of cyber-crime? Differentiate it with crime in the real world.

Discuss the parliament attack case and the significance of the cyber evidence in proving the guilt of
the accused. Point out the arguments forwarded by both the prosecution and defence counsel
regarding the admissibility of digital evidence.

Write short notes on the following: (4 x 5 marks = 20 marks)

Cyber Fraud
Cyber investigation
Cyber stalking
Cyber defamation
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